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Figure 5 A Framework For Email Deployment Architectures

Source: Forrester Research, Inc. 42980 
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Cloud-Based Services Can Offload Costs And Responsibility While Increasing Flexibility

There are three opportunities to use providers outside the four walls of your data center either to 
replace or extend your on-premise email infrastructure (see Figure 6). Not all are true multi-tenant 
providers, as some of these, like hosted email solutions, have infrastructure dedicated to you. True 
multi-tenant SaaS offerings are cheaper for providers to operate, but the trade-off is in your ability to 
integrate with them. For services like a multi-tenant email filtering, this is a non-issue — but if you’re 
looking to integrate your Siebel CRM system with Google Gmail, then this could be a problem. Based 
on your organization’s environment and needs, there are three architectures to consider:

1.	Hosted email. There is a range of options at your disposal here. On one hand, for simple 
environments, a multi-tenant or cloud solution can be an extremely cost-effective option. 
On the other hand, firms have the least amount of control over a cloud service. You’re at the 
mercy of the provider’s service windows as well as its upgrade cycle. Some Google Apps users 
were locked out after an upgrade to the system in October. Single-tenant email solutions don’t 
match the price of cloud solutions, but they offer more control to organizations. Providers also 
offer more mobility options to include BlackBerry Enterprise Servers. Finally, outsourcing 
organizations like EDS bring infrastructure into their own data centers to leverage economies of 
scale to manage and maintain those environments.
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2.	Hosted support services (hybrid). If maintaining an on-premise email system is a necessity, 
there is still an opportunity to benefit from cloud services to streamline your environment. You 
don’t have to tie up your own people and resources worrying about message filtering, archiving, 
and continuity — there are people who can do it better and cheaper than you can.

3.	 Split-domain email (hybrid). Split-domain routing enables you to segment users and leverage 
different architectures to serve those with more modest needs. This does introduce more 
complexity into the environment, as you now have to either replicate directory information to 
a provider or allow access to your internal directories.8 Perhaps tens of thousands of rotating 
users may come and go, not carrying the same requirements as the full-time staff at a staffing 
organization. Organizations may also look to extend email to employees in emerging markets 
where they might not have the resources or infrastructure to support on-premise email. 
Manufacturing firms may have many users who don’t have email but who could benefit from 
electronic communication in place of bulletin boards or paper-based benefits enrollment.

“We have over 10,000 users on email, but can have over a hundred thousand contractors 
at any given time. We pulled back email a while ago from the contractors and have them 
use their own personal email. But a cloud service could be much more attractive to serve 
them from a branding and business perspective to manage communications with them.” 
(Professional services firm)

Hosted Supporting Services Are Making More And More Sense

Supporting services can take up more space, power, and resources than they need to. Traditional on-
premise software vendors like Trend Micro are taking their solutions and offering them as a service. 
While circumstances such as a broader corporate strategy involving an archiving service might limit 
options, there is a clear opportunity for many to offload the cost and responsibility associated with 
(see Figure 7):

·	Message filtering. Because filtering is mostly well partitioned from your infrastructure, it’s 
the easiest place to start. This includes in- and out-bound antivirus, antispam, encryption, and 
possibly data-loss prevention. In addition to merely offloading responsibility for maintaining 
and managing the service, moving your email filtering to a provider means email is consuming 
less bandwidth and your mail servers are processing fewer messages. External providers will 
also be able to back their services with more redundancy than you can, at a better price.

·	Message archiving. As mentioned, archiving and eDiscovery for email can be trickier for some 
organizations. Broader archiving, corporate eDiscovery needs, or plans for data may limit 
options for you to make changes to those associated with email. Services range from basic 
journaling — where all incoming messages are sent and stored at an external provider with little 
granularity — to more detailed archiving. It’s important to fully explore your organization’s 
requirements for archiving and fully vet issues like, “Does the online service provide 
performance requirements for discovery?”9
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·	Email continuity. Email continuity, or disaster recovery, covers scenarios associated with the 
loss of your primary site and allows email to keep flowing. The costs associated with planning 
and building out your own data center or leveraging a colocation provider and purchasing the 
necessary hardware and software can be stifling. These hosted services range from providing 
basic send/receive functionality if the primary server fails to more sophisticated and expensive 
offerings that include access to an archive of the past week’s or month’s messages. When 
selecting a service, you want to think about how all of your users access their email. Some email 
continuity services include failover for mobile devices as well.

Figure 6 Architecture Options

Source: Forrester Research, Inc. 42980 
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http://saas-cloud-application.accessiontechnology.com/
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Figure 7 Hosted Supporting Services Can Save On-Premise Email Infrastructure

Source: Forrester Research, Inc. 42980 
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Hosted Mailbox Services Can Provision Some — Or All — Of Your Users

The three categories of hosted mailbox services (all of which could be considered cloud providers, 
based on their pricing models) differ on cost, visibility, and your ability to integrate with them (see 
Figure 8). There is a difference in contract commitment as well with each of these. For example, 
relationships with outsourcing firms often involve agreements of at least three years, while a multi-
tenant hosted solution requires little, if any time commitment, for basic email. Hosted mailbox 
services fall into three categories, which include:

·	Multi-tenant hosted solutions. Hosted multi-tenant email vendors use a shared infrastructure 
to host customers’ email. Because of the economies of scale in providing this, it’s the lowest 
cost option — but it lags behind the other options in your ability to integrate with your other 
applications and services. This is an appealing option for companies with simpler environments 
who need basic integration for a fully hosted architecture or those looking to provide cheaper 
email for large subsets of users in a split-domain hybrid architecture. As time progresses, multi-
tenant offerings will become more accessible to a broader audience as application vendors work 
with the providers to integrate with them. In time, this will be the de facto standard.

·	Single-tenant hosted solutions. Hosted email vendors use single-tenant, or dedicated, servers 
for individual companies. This is best suited for organizations that need a higher level of 
integration than is possible with multi-tenant solutions but that still want to move email off-
premise for all of their employees or for large subsets of the organization (e.g., a large contractor 
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population or newly acquired business). Single-tenant solutions allow you more access to the 
systems, easier integration with applications and mobility services, and more control over 
service windows and updates.

·	Outsourcer hosted solutions. In this option, a traditional IT outsourcing provider uses its 
data centers to host your infrastructure. This is best suited for large organizations with complex 
environments and deep integration into their email infrastructure that want to reduce their 
facilities and labor costs with an outsourcer. Because of the high cost associated with this 
option, you would most likely only use this for hosting all of your users. Outsourcer hosted 
solutions also require a longer commitment than the other two options, more like a traditional 
outsourcing arrangement.

Figure 8 Hosted Mailbox Services Balance Cost And Capabilities

Source: Forrester Research, Inc. 42980 

Option Cost Barriers Sample vendors 

Multi-tenant 
hosted 

Google, Microsoft, PostPath  
(Cisco), Zimbra (Yahoo!) 

Dedicated 
hosted 

Outsourcer 
hosted 

Lower 

Medium 

Higher 

• Lags in features compared to single-tenant 
and on-premise solutions 

• Limited integration possible with affiliated  
applications and mobility solutions 

• Lack of visibility into service windows and  
upgrades 

• Add-on services like mobility options add up fast 
• Larger corporations can do it in-house for less 
• More integration possible than cloud, but not on 
par with on-premise 

• Lacks the massive scalability of the cloud 

• Highest costs 
• Corporate resistance to outsourcing 

AT&T Hosting & Application 
Services, BT, Intermedia.net, 
LiveOffice, Mailtrust (Rackspace), 
Mi8, Microsoft, USA.NET, Verio, 
Verizon Business 

Capgemini, EDS (HP), IBM, 
Microland 



© 2009, Forrester Research, Inc. Reproduction ProhibitedJanuary 5, 2009 

Should Your Email Live In The Cloud? An Infrastructure And Operations Analysis 
For IT Infrastructure & Operations Professionals

14

Roll Up Your Sleeves — Your Users, Apps, And Costs Dictate The Best Approach

The process of choosing the right architecture for your organization starts with a discovery project 
to better understand the opportunities, risks, and implications of making a change. There is a large 
ecosystem of partners that can help (see Figure 9). But before you start, you have to roll up your 
sleeves to do a detailed risk and impact analysis lest you come across a surprise that blows up your 
migration effort. To proceed, you must understand:

·	How your workers use email. It’s important to profile how your employees or contractors use 
email. Do all of your users require full-blown email and collaboration? We’ve seen workers 
fall into three buckets: mobile executives, information workers, and occasional users.10 Cloud 
services could be an opportunity to serve employees who did not traditionally have email at all. 
Can email be a more effective and secure way of communicating with them? For example, if you 
could reduce paper communications with employees like direct-deposit statements and other 
corporate communications, could the savings more than justify the cost?

·	The applications affected by the change. This task uncovers the depth of the integration with 
your email platform. When examining applications, ask yourself questions like: “What is their 
criticality? Are there alternatives? How deeply are they integrated?” Some applications may be 
targeted for sunsetting, therefore minimizing their impact on the direction you take. There are 
some applications that might not be tightly integrated but that have proximity issues. Chatty 
applications like BlackBerry Enterprise Server require close proximity to the mail server.

·	Your real costs in running email — and the cost of change. When we asked respondents about 
the costs associated with supporting email in their environments, their answers varied widely — 
and most didn’t know. To see if it’s more cost-effective to take a different approach, you have to 
know exactly what it costs you to keep on supporting your email infrastructure.11 Don’t be shy 
either: Look for the full burden email places on your budget, from the servers to the security, 
availability, and mobility services that surround it. One of the largest components to think about 
is the labor cost, which can far outweigh the others. Finally, if making a move, what’s the cost of 
change? Will this require new licenses, development, implementation, or end user training?
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Figure 9 Vendor List

Source: Forrester Research, Inc. 42980 
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Figure 9 Vendor List (Cont.)

Source: Forrester Research, Inc. 42980 
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Reco    m m e n d atio    n s

ready your organization to take advantage of the cloud

Outsourcing email might seem familiar. You may have been here several years ago, and the 
questionable-at-best cost savings didn’t make up for frustrated end users suffering from a 
reduced experience and hanging email clients. It would have left a bad taste in your mouth. But 
it’s worth taking another look. Changes to email platforms have made them more service-provider 
friendly and have driven down the costs. Client applications like Microsoft Outlook are much 
more latency-friendly and abstract where their email actually sits from the users. And the services 
themselves have improved.

After performing an impact analysis, you may run into organizational resistance to moving off-
premise. Google, IBM, Microsoft, and other vendors are rapidly improving their services to make 
them more digestible, but maybe your organization faces too many hurdles to make a shift within 
the next two years. Even if you’re not ready to make an architectural shift now, you should:

·	Run a pilot program with a hosted service. The beauty of these services is it can take very 
little effort to stand them up and test them. You can feel out a hosted or cloud email service 
much easier than an on-premise solution. By piloting a group of users, you can see how it 
affects their email experience and how applications behave.

·	Avoid deepening your dependence on an on-premise email platform. Pause before 
diving into application deployments that have ties into your email. Explore alternative 
methods of integration and focus on standards-based methods like SMTP rather than tying 
into a proprietary protocol like MAPI — you’ll ensure that you have more options available to 
you and have a much easier time making a transition down the road. 

·	Think about more than just email. Email sits in an ecosystem of broader collaboration 
tools and mobility options. Focusing your approach on just email threatens the shared 
functionality found in collaboration tools like presence. If you’re beginning to adopt these 
tools or have already deployed them, you should certainly factor them in to your plans.

W H A T  I T  M E A N S

Email could open the door to broader cloud adoption

Craig Mundie, Microsoft’s chief research and strategy officer, recently said at a conference 
that people make decisions based on applications, not platforms, and that the cloud needs 
killer apps. Organizations face significant costs in simply providing resilient email in the face of 
external regulation and business changes involving M&A. All of this might be enough to push an 
organization to decide that it can no longer be in the business of running email. It’s hard to make 
pivots in your business if your infrastructure can only change directions like a tanker. Success with 
email will start organizations thinking about where else they can benefit from the economies of 
scale that the cloud can buy them.

http://saas-cloud-application.accessiontechnology.com/
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A L T E RN  A T I V E  V I E W

Storage trends shift the Cost equation FOR MICROSOFT EXCHANGE USERS

In a Microsoft Exchange Server environment, the costs associated with storage can more than 
quadruple the investment in server hardware. SANs were once must-haves in order to provide 
Exchange with high availability in clustering scenarios. With Exchange 2007, Microsoft targeted 
performance issues impacting storage and has pulled the resiliency intelligence out of the storage 
and pushed it into Exchange itself — using multiple copy clusters, which means the use of direct-
attached storage (DAS) is now a more realistic option. In fact, Microsoft published a white paper 
detailing its internal use of DAS for its entire Exchange environment. Many firms not only use 
expensive dedicated SAN hardware but have also deployed pricey archiving solutions to give 
their users larger mailboxes. The use of DAS in Exchange could mean large amounts of storage at 
a cheaper price point — eliminating the separate archiving and backup systems necessitated by 
tight mailbox size requirements — and that could be enough for some firms to put off the pain of 
ripping email out of their data centers and sending it to the cloud.
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Endnotes
1	 A similar re-evaluation is happening in collaboration software: Software based in the cloud is potentially 

much less expensive, makes it easier to manage a single source of the truth, and is available anywhere, at any 
time. See the March 18, 2008, “Get Ready For Collaboration In The Cloud” report. 

2	 High costs aren’t tied to just sending, receiving, and storing email — business requirements and external 
pressures demand firms surround Exchange with expensive services. See the April 28, 2008, “Trimming The 
Fat From Exchange” report. 

3	 When you factor in the costs of hardware, software, people, maintenance, storage, archiving, mobile email, 
and financing, the fully loaded cost of maintaining on-premise email can soar. So while the cost to an 
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individual budget holder might look low, the fully loaded cost of email is surprisingly high. See the January 
5, 2009, “Should Your Email Live In The Cloud? A Comparative Cost Analysis” report. 

4	 Exchange has become so inextricably linked to company productivity that any downtime can result in 
business screeching to a grinding halt. As a result, IT professionals are rushing to improve Exchange 
availability with dedicated, highly redundant storage, next-generation backup technologies, and clustering. 
See the October 9, 2007, “Messaging Continuity: Ensuring High Availability For Microsoft Exchange” report. 

5	 Forrester has developed a checklist of 20 best practices to enable CIOs to score themselves on their ability 
to control their IT MOOSE costs (spending to maintain and operate the organization, systems, and 
equipment). See the September 20, 2007, “IT MOOSE Management — 20 Best Practices” report. 

6	 Building a modern data center isn’t easy, and a colocated data center will have state-of-the-art security, 
power, cooling, fire suppression, and network bandwidth. Colocation facilities can also act as disaster 
recovery sites, provide overflow capacity, and host applications that need more bandwidth or closer 
proximity to users. See the October 21, 2008, “Don’t Build Your Next Data Center, Colocate It” report. 

7	 The pursuit of IT consolidation and greater financial and operational benefits is driving US enterprises 
toward more active-active data centers — data centers that run production workloads but also serve 
as recovery sites. See the December 7, 2007, “IT Consolidation Drives Active-Active Data Center 
Configurations” report. 

8	 Cloud vendors have secure ways of synchronizing directories, but it may take convincing your security 
team. If users on the hosted service still need their email integrated with other on-premise applications, 
then split-domain email might not be feasible.

9	 Smart companies use four key strategies to succeed with email archiving: They rightsize the infrastructure; 
walk through eDiscovery scenarios ahead of time; consider archiving other data types besides just email; 
and staff and manage the archive for the long term. See the October 17, 2008, “Best Practices: Email 
Archiving” report. 

10	 These categories capture the needs of the user, answering questions like: Does this user need a BlackBerry? 
Is a Web client sufficient for their work? To analyze the costs of providing email in a way that reveals where 
costs can be controlled, it’s important to segment your employees based on what they actually need. See the 
January 5, 2009, “Should Your Email Live In The Cloud? A Comparative Cost Analysis” report.  

11	 Zeroing in on the real costs of hosting and managing your own email environment can be difficult, but in 
the companion report, Forrester provides guidance on exactly how to go about it. See the January 5, 2009 

“Should Your Email Live In The Cloud? A Comparative Cost Analysis” report.
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